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Talk Outline
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Overview of education and background, Buffalo and prior

Technical experience 0: NASA NextGen airspace management project
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Technical experience 1: Mental models in cybersecurity

Contact information, Q&A
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Speaker background

0 PhD candidate, human factors engineering (expected Sept 2018)
0 MS, Industrial Engineering, 2015

0 MAE, Secondary Science Education (Physics, Chemistry), 2012
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0 BA, Applied Philosophy (Epistemology, Analytic Philosophy), 2010

0 RA, Formal Human Systems Lab

Junior Cognitive Systems Engineer, Resilient Cognitive Solutions
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Motivation: why formal methods?
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Complex, safety -critical systems: systems, operators, and the world (dynamic)

Human error as the Jcausety or J3Imajor contrib
o AF447,CA3407,Therac25, Three Mil e Usl and, USS John S Mc
0 70% - 80% of civil and military aviation accidents (FAA, 2001)

o >250,000 deaths per annum due to medical error (The BMJ, 2016)

Often result from complex, unanticipated human  -systems interaction

FM: discovery of unanticipated interactions through exhaustive statespace
search X
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Formal methods and model checking

0 Well-defined mathematical languages and techniques for modeling, specifying,
and verifying systems
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Models: mathematical description of
target system behavior
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Specifications: logical assertion of
desirable system behaviors as properties

(@4

Verification: mathematical proof about
whether the model satisfies the
specifications
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Model checking

An automatic means of performing
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Model checking

A finite state machine model
represents system behavior

System
Model
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Model Checking A temporal logic specification property
asserts desirable qualities about the system

System
Model

Specification
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Model checking
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Model checking
System | Model Verification
- Report
1 A confirmation or
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Counterexample

A sequence of states that lead up to a violation
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Counterexample

A sequence of states that lead up to a violation
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Limitations of these techniques

0 Statespace explosion and scalability
O Limited expressive power

0 Models are only robust to the properties that have
been captured
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NASANextGen airspace
management

Synergistically using formal methods and
simulation to search for excessive pilot
workload scenarios
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NASANextGen: Simulation and formal methods
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NextGen AMS: introducing more autonomy into airspace  mgmt
o Function allocation changes between ATC, pilots, and automation

o0 Also changes autonomy, authority, and responsibility

o Distributed, complex, safety -critical system

Problem 1: how can we synergistically use formal methods and simulation to
discover these events?

Problem 2: are there combinations of actions/events allocated to human agents
that could result in unsafe operating conditions?

Problem 3: what can we recommend to mitigate these conditions?
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NASANextGen:
Simulation and formal
methods architecture
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NASANextGen : Discovering unsafe conditions

FindExcessiveDelay =
(actions| j|.state # notAssigned)

G ( (globa! Time ) _ )
= : _ < timeMax
—actions| j|.update

FindNoOverload =
( status = doing \ status # doing \

cardinality(delayed)
G- A ( +cardinality(interrupted) )
< agentli].inactiveCapacity
\ U (globalTime > Never) )
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NASANextGen: Results and recommendations



